SMITHAMD

DEPARTMENT OF THE NaVY
OFFICE OF THE CHIEF OF MAVAL OPERATIONS

WASHINGTON, DC 20360-2000
IN REPLY REFER TO

3520
Ser (UN2IUS32430
J0 13 200

From: Chief of Waval Operations

Subj: RESTRICTIONS ON THE GRANTING OR RENEWAL OF SECURITY
CLEARANCES

Ref:  {a) Deputy Secretary of Defense memo of 7 Jun 01 (NOTAL)
(b} SECNAVINST 5510304

Encl: (13 Smith Amendment (Report and Bill Language)
(23 10 U.8.C. 986 Adjudication Guoidelines
(%) Meritorious Waiver Procedures and Criteria

L. Reference (a) provided puidelines for implementation of Section 1071 of the Floyd [
Spence National Defense Authorization Act for Fiseal Year 2001, which amended Title
11, United States Code, to preclude the initial granting or renewal of a security clearance
by the Department of Defiense (Do) under four circumstances, specified in enclosure
(1), Commonly referred to as the “Smith Amendment,” this mandate applies to any DoD)
civilian or contractor employee or officer, or any member of the Army, Navy, Air Foree,
or Marine Corps on active duty or in an active status (including active reserve), who is
considered for initial security clearance or renewal of security clearance and who falls
under one or more of the following four provisions:

a. has been convicted in any court of the United States (Federal or State court
including courls martial) of a erime and sentenced to imprisonment for a term exceeding
one vesr (regardless of the amount of time actually served),

b, is an undawlul user of, or 15 addicted to, a controlled substance (as defined in
Seetion 102 of the Controlled Substances Act (21 U.5.C. 802));

¢, is mentally incompetent, as determined by a mental health professional
approved by the Dol

d. has been discharged or dismissed from the Armed Forces under dishonorable
conditions.

2. The Department of the Navy Central Adjudication Facility (DN CAF) will
determine whether the provisions of this amendment apply o Navy or Manine Corps
military or civilian members after full investigation and adjudication using the revised
guidelines of enclosure (2) and reference (b). The DOMN CAF will only apply these
guidelines when adjudicating an investigation requested to support a pew security
clearance determination or 4 periodic reinvestigation (PR). Individuals with existing
clearances will be subfect o the provisions of the amendment when undergoing PR
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or other new clearance investigation, regardless of whether the issues were previously
considered and favorably resolved. The provisions will NOT be applied to clesranee
transfers, reinstaternents or clearances reciprocally aceepted from within or from outside
the Pall,

3. The Secretary of the Navy may authorize a meritorious waiver of the prohibitions
listed in paragraph La or 1.d. The determination to meminate an individual for
meritorious waiver will be made by the individual's command using the procedures
provided in enclosare (3],

4. In order to expedite compliance with these guidelines, please distribute this
memorandum 1o vour subordinate commands or refer them to our web site at

www navysecurity,navy,mil. This policy will be incorporated into the next revision of
reference (h).

5. The point of contact for this matter is Mrs. Paula Gage, who can be reached at (202)
433-8853 or DSN 28B-E253, email; pgagedineis navy.mil

- ' T
F‘Illf? /E'{_-irr IIME‘Y
\Q)v M. F. BROWN
Assistant for Information

and Personnel Security

Distribution;

ASK (MERA)

CHNO (NO9B3T
CINCLANTFLT
CINCPACFLT
CINCLSNAVEUR
COMNAVAIRSYSCOM
COMMNAVSEASYSCOM
COMMNAVEACENGCOM
COMSPAWARSYSCOM
COMMNAVEPACECOM
COMNAVSUPSYSCOM
COMNAVSECGRL
COMMSC

COMMINEW ARCOM

[
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Smith. & Bill Languarnge

Limitation on granting af security clearances [sec. 1071)

The Senate amendment contained & provision (sec. 1074) that would prohibie
any afficer. employes, ar contractar of the Department of Defense, or any member of (e
armied forces. from receiving a secarity clearance if that person: (1) has heen comvie tesd
iy anny eourt within the United States and senténced o imprisonment for a tenm
exceeding 1 yer; (2] 5 an uniswlul user of, or addicted to any controlled subistanees;: [3)
I8 currently mentally incompelent; ar (4) has been discharged from the armed forees
vnder dishonorable conditlans.

Thee House bill contained ne similar prasdston,

The House recedes with an amendment that would authorze the Secretary of
Phefense or the seeretartes of the military departments to wabve this provision in
rmeritorione capes for persons who would otharwise be prohibdted from roeceiving a
seeurity clearanse. (. A53]

BB 10T, LIMITATION ON GRANTING OF SECURRTY CLEARANCES,
fa) Ire GEsEsear. — Chapler 40 of title 10, Urnited Stotes Code, @5 amended by adding at dhe
e the following new section:
i 886, Security elearances: Hmilations
i) Poemnernan — Afler the dine af the enactrmerd of this section, the Department of
_[;\-__,rg'njs FEE ﬂr_!rnr rEned a Secunity Clemrance for a person fo wdor s seciion
applies who s deseribed 0 subsection fof,
) CoveEnen Persons, — This sechlan applics to the folloudng persoes:
1 An officer or emploges of the Departmend of Defense.
2 A member of the Armiyg, Moy, A Foree, of Manine Corps who @5 on acbive duly or is in
o meettee sterhes.
) AN officer or employes of a controctor of the Deportmertt of Dafense,
“fd Persons EXsguasemen Frow B Granrsn SEcimry CLapances. — & person b5 descrifed
in this subsection § arwy gf the folfowtng applies o that person
i}t person hos been comalcted tn ongy court of the United States of o crime arid
sgentenced to nprisonment for o ferm exceading one 1jear.
{3} Thee person @5 an anbewful wser of, or i addicted (o, a condrolled subslonce (o
defined in scetion 102 of the Controlled Substunces Act (21 ULSC. S029).
A The person is mentally incompetent, as determined by a marital health professional
agproped by e Department of Defense,
“14) Ther peerienn hae loen digehorged or divmdcgod from tho Armed Forces sander
dishanorable conditions.
el WANVERALTHORME — [n o meriorisges cose, ﬂw-bcm'mr;r of Defense or li‘u' Secretary of
the military department concermed mey cuthonize an e hitiom
subsection {a) for a persandese eacribedd in posagrast 1) or (4] a[ sichigaetion (o), The aiithanity
LT e preceding sentence may not be delegoiod.
“fea) Anpvaat, ReporT.— Nod [ater than February 1 esch year, the Secretany of Defense shall
subnil B e Comumittees on Armed Services of the Senate and House of Representeabioes
a report idendlfijing each waiver Ssued under subsection (d) duning the preceding year
with an explanaticn for evch case of the disqualifiing factar in suhsection fo) that apphied,
and the reasort for the deadoer of the disguol{Boontfon,
(b} s AWENTMENT,— The fable of sections af the beginning of such chupier is
amended by adeding af the end the fellowing new deme
"GEE. Security cdoaraioes: Hedloties ™

Enclasure
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The Concern:

s Impreper or illegal involyement with drugs raises questions regarding an individual's
willingnizss or ability to protect classified information, Drug abuse or dependence may impair
pocial or ccoupational fonetioning, inersasing M fsk of s wauutlorized daslasurs of alusaified

informainon
b. Dmagsare defined as mood and behavisr-altering substunces, and include:

{17 Drugs, materials, and other chemical compounds identified and Histed in the
Conteolled Substances Act of 1970, as amended (e.4., roarijuans or cannabis, deprossants,
narzetics, stimulants, and hallueinogens), and

(2) Inhaients and other sfmiior substinces.

5. Ddrug sbues 1o the illegal use of o drag ar wee af a legal drag m a manimer thut deviates

from approved medical direction,

Condiiions that conld ruise o seenrigy concern and may be disgualifying inclede:
& Any drig abuze (see above definition);!

b. Tiegil drug possession, including enltivation, processing, manu facture, purchass, sale,
or distribution;

¢. DMagnesis by a eredentinled medical professional (eg., physician, clinical psychal
ogist, of prychiatra ) ef dmg aboae of drog dependence;

d. Evaluation of drug sbuse or drg dependence by a licensed clinical social worker who

is & stalf member of a recognizcd drug treativent program;

e Failure to successfully complete a dmg treatment program prescribed by a cre
dentinled medical professional. Fecent drog involvement, especially following the granting of 4
security clearance, o an expressed intent not 1o discontinue wse, will almost wvariably resnlt in
an unfavorable determination,

s the provisings of 10 1.5.C. 286, sy person who is an unbawlal uges of, of is addicted o, a consrolled
Hied Substences Act (21 US.C 80Z) misy oot be granicd of have

suhstance a5 defined in section 102 of'the Ca

renesed theis socess s classkfied mfrarmation

Enclosure {2)
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Conditions that could mitfgarte securily concerny include:
a. The drug mvolvement was not recent;
b. The drug involvement was an isslated or aberrational event;
c. A demonstrated mient not to abuse any drugs in the fiture;
d. Batisfactory completion of a presenbed drug treatment program, including

rehabilitation and aflercare requirements, withowt recurrence of abuse, and o favorable prognosts
by & credermialed medical professianal,
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Emotional, Mental, and Personality Disorders

The Concern: Emotionsl, mental, and personality disorders can cause a significant
deficit in an individual's psychological, social and occupational functioning. These disorders are
of security toncem becawse they may indicats a defect In judgment, reliability, or stbility. A
credentialed mental health professional (.., clinical paychologist or psychiatrist), employed by,
pcceptahle 1o or approved by the povemment, should be wtilized in cvaluating potentially
disqualifying and mitigating information fully and properly, and particulardy for consultation
with the individual's mental health care prowvider.

Conditions that cowld raive a security concern and may be disqualifyving include:

4. Af opinion by 3 credentinled mentsl health prodessional that the individual has a
conditicn or trestment that may indicate a defect in judgment, reliability, or stability;”

b, Informotion that mggests thel sn imdividual has failed to follow appropriate medical
advice r{'];j.l_ing to treatment af & condition, e, failure to take ;:-rescrjh:d medication;

¢ A patiern of high-rigk, lmesponaible, aguressive, wili-social oF emotiusally wostsbie

hehavior;

d. Information that suggests that the individual's current behavior indicates a defect in his
af her judgment or reliability.

Conditions that could mitigaie security concerng include:

a. There is no indication of a current problem:

b, Hecent epinion by & credentialed mental health professional that an individial's
previous emotional, mentsl, or pereonality disorder iz cured, under control or in remisgion, and

hiag o bow F:-ll‘.-]'uil'hflil:r' of TECUTTENCE OF l'::l:al.‘:l.‘fh.iliﬂ-l:;

o, The past emotional in.-:t.'thil'il:( Wiks 4 bEmpearary condition (S, onc censcd by a desth,
illness, or marital breakup), the situation has heen resolved, and the individual 15 no longer

emotionally unstable.

! Under the provisiens of 10 1.5.C. 986, any person who is mentally incompeicnt, as determinsd by a credeatialed
ments] kealth professional approved by the Depasment of Defense, may not be gramted o have resewed (heir accees
v clagsified mlormation
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| Criminal Conduct ____

The Concern: A hisiory or patiern of crintinal activity creates doulst about 2 persomn's
judgement, reliability and trustworthiness,

Conditons that could ralse a security conceri and may be disqualifying inclwde;

2. Allegations or admissions of eriminal condut, regardless of whether the person wis
formally charged;

b. A single serious erime or multiple lesser offenses;

o Conviction in @ Federaf or State court, including a cour-marial af @ crime and
sentenced to imprisonment for a term exceeding one year;

d. Discharge or dismissal from the Armed Forces under dishonorable conditions;
Conditions that could mitigeie secarity comcerny inclade;
a. The criminal behaviar was not recent;
b. The arirme was an igolated incident;

¢. The person was prossured or coerced into committing the act and those pressures are no
longer present in that person's Tifi;

d. The person did not voluntarily commit the act andfor the factors leading to the violation are

not likely to recur;
€. Acquittal;
 There is clear evidence of suceessful rehabifitation.

g Potentially disqualifying conditions . and &, above, nay pot be mirigated unless, where
meritorious circumstances exis, the Secrciary of Defense or the Secrctary af the Military
Depariment concerned has granted a walver

F 10 U_8.C, 084 (P.L. 106-398) » persun who has besn convicted in & Federal or State

! Under the provisions o
o4 to impriscament for & term cxeseding oae Fear, may ool ke granted

ok, Hcbading cours mantkal, and senlrn
e heve remewed secess oo classified information, o a meriorious case, the Secrelary of Defense or the Secretary
o A MEHiERTY Lh-purl.u-_c-.::‘l SORCETNED, Ay HULKNELE & WaIveT ol thyis prroda bl

7 Uinder the above mentionsd stfube, a persca whe has roocived a dighonoratle discharge o bt been dismiseed
from ihe armed forees may not be granted of have renewed dccess (o classified information. The same waiver

e i b .JH‘\'F.IE
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Meritorions Waiver Procedures

i. The “Smith Amendment” provisions do not impact the national adjudicative
guidelines developed under Executive Order 12968 and implemented in reference (b)
regarding drug involvement or emotional, mental or personality disorders, The following
meritorious waiver procedures apply only to persons convicted of a erime and sentenced
to imprisonment for o term exceeding one year and those discharged or dismissed from
the Armed Forees under dishonorable conditions.

2. A meritorious waiver may only be considered when identified by the Department of
the Navy Central Adjudication Facility (DON CAF) as “cligible for waiver
consideration” and recommended by the individual’s command.

a. A full security investigation will be conducted to develop a complete record
and a Letier of Tntent (LOT) will be issued under reference (b) guidelines to every
individual whose investigation identifies criminal conduct issues (specified in paragraph
I

b. Adter full consideration and adjudication of the LO1 response, any case
involving these criminal conduct issues that may have been adjudicated favorably under
reference (b) guidelines prior to implementation of the Smith Amendment, will be
identified by the DOMN CAF as eligible for meritorious waiver consideration. All issues
must be fully mitigated with the exception of the paragraph 1 criminal conduct issues to
be identified as eligible.

(1) The DON CAF Letter of Notification (LON) will notify the individual
of the required unfavorable decision based on prohibitions implemented in
Section 1071 of the Floyd [, Spence National Defense Authorization Act for
Fiscal Year 2001, Only cases identified by the DON CAF as “eligible for waiver”
will include this advisory language.

(23 The DON CAF LON will outline the mitigating factors from reference
(b} that caused the case to be identified as eligible for meritorious waiver
constderation, The LON will inclede a copy of enclosure (1.

{3} The LON will be forwarded to the individual via their command, with
a copy to the Chiel of Naval Operations (NO9N2) and the Commander, Naval
Personmel Command (PERS-831) or Hemdquarters, U5, Marine Corps (ARS) for
military members and the Commander, Office of Naval Intelligence or the
Commander, Naval Security Group Command, as appropriate, for cases involving
Sensitive Compartmented Tnformation access determinations.

c. The response to the DON CAF LON will use the appeals procedures of

reference (b) paragraph 7-8, except that the command endorsement to the appeal is
required and will include a metitorious waiver justification and recommendation.

Enclosure {3}
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(1) Meritorious waiver recommendations and the individual s appeal will
e forwarded via the chain of command to the DON Personnel Security Appeals
Hoard { PSAR) for recommendation to the Secretary of the Mavy.

(2) If an individual requests a personal appearance before an
administeative judge from the Defense Office of Hearings and Appeals, the
comitand’s meritorious waiver recommendation will be forwarded separately via

the chain of command to the PSAR,

{3) The command meritorious waiver recommendation may expound on
the DNOM CAF outline of mitigating conditions, but should also focus on the
individual's character and actions in furtherance of the Department of the Navy
THHES10H,

d. The PSADB will review the DON CAF outline of mitigating factors and the
command’s meritorious waiver nomination to assure the procedures and criteria of
reference (b) were properly applied and will forward the meritorious waiver request for
the Secretary of the MNavy's consideration. The PSAD will not forward requests that
surface procedural or criteria concerns until the issues are adequately resolved through
eoordination with the DON CAF and the individual’s command, as appropriate,

e. Security clearances granted by the DON CAF based on meritorious waivers
approved by the Secretary of the Navy are recorded and forwarded to the individual’s
command accordingly. Reciprocal acceptance of a clearance granted based on a waiver
by other Do) entities is not required.

A0 All other cases with criminal conduct issues which would have resulted in an
unfavorable determination using reference (b} guidelines will continue to be adjudicated
uszing the reference (h) procedures, citing all factors which were successfully mitigated by
the individual's response to the LOT and those unfavorable factors remaining that dictate
the denial or revecation. The enclosare {1} criterta and the meritorious waiver procedures
are nof applied to these cases.

4. I a PSAB review of anv case surfaces new information that qualifies an individual for
meritorious warver constderation, the FEAB will notify the individual and the command
of the meritorious waiver eligibility and provide nomination guidance,

index.htm
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